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At a glance.

Quantum computing is a fundamentally diff erent way of processing 

information. It is real, it is advancing quickly and in 2026 it is moving 

out of the research lab into early business pilots. It is not yet powerful or 

reliable enough to do most of the work its backers promise, and by broad 

consensus it will not be until sometime in the 2030s.

For anyone accountable for security and risk, one point matters above the 

rest: the same class of machine that will eventually help design drugs and 

materials will also be able to break most of the encryption that protects 

data and communications today. An adversary does not have to wait 

for that machine to exist; it can copy encrypted data now and decrypt it 

once the capability arrives, which turns the move to quantum-resistant 

encryption into a present-day decision rather than a future one.

Quantum computing is a fundamentally diff erent way of processing 

information. It is real, it is advancing quickly and in 2026 it is moving 

out of the research lab into early business pilots. It is not yet powerful or 

reliable enough to do most of the work its backers promise, and by broad 

consensus it will not be until sometime in the 2030s.

For anyone accountable for security and risk, one point matters above the 

rest: the same class of machine that will eventually help design drugs and 

materials will also be able to break most of the encryption that protects 

data and communications today. An adversary does not have to wait 

for that machine to exist; it can copy encrypted data now and decrypt it 

once the capability arrives, which turns the move to quantum-resistant 

encryption into a present-day decision rather than a future one.

Put plainly: the upside is quantum computing is 
years out and uncertain, so it warrants attention 

and selective pilots, not large near-term bets. The 
cryptographic risk runs on a fi xed clock backed by 
fi rm deadlines, so preparation has to start now.
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1. What quantum computing actually is.

An ordinary computer, the kind in every phone, laptop and data center, stores information as bits, each of 
which is either a 0 or a 1. Everything it does comes down to switching vast numbers of these on-or-off  states 
very fast.

A quantum computer uses qubits instead. Under the rules that govern very small particles, a qubit does 
not have to be strictly 0 or 1 until it is measured. It can hold a blend of both at once, a property called 
superposition. Qubits can also be linked so that they behave as a connected group rather than 
as independent switches, which is called entanglement.

One way to picture the diff erence: an ordinary computer checks the paths through a maze one at a time, 
while a quantum computer can explore many paths together and let the wrong ones cancel out. This does 
not make quantum computers faster at everyday tasks like email, spreadsheets or web browsing. It off ers 
a potential advantage on a narrow set of problems, mainly certain kinds of simulation, optimization and 
code-breaking, where the number of possible combinations is so large that even the biggest conventional 
supercomputers cannot keep up.

The hard part is that qubits are extremely fragile. Small amounts of heat, vibration or stray signals cause 
them to lose their information almost immediately, a problem called decoherence. Overcoming it takes 
either large numbers of backup qubits working together to catch and fi x errors, a technique called error 
correction, or new hardware designs that are naturally more stable. Most of the current engineering eff ort 
goes toward this reliability problem rather than toward simply adding more qubits.
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2. Where things stand today.

As of 2026, quantum computing is at the start of what researchers often call its industrialization: 
real machines running real problems, but not yet at a scale that reliably beats conventional computers 
on commercially valuable work. Industry and government sources broadly agree that large-scale, error-
corrected machines useful across many problems are roughly fi ve to ten years out, most likely arriving 
in the 2030s.

What has genuinely progressed
• Error correction is working in the lab. Google’s “Willow” result, published in the journal Nature in 

December 2024, showed for the fi rst time that adding more qubits can lower the error rate rather than 
raise it, a result the fi eld had pursued for years.

• Logical qubits are emerging. The practical measure of progress is the shift from raw, error-prone 
“physical” qubits to reliable “logical” ones assembled from many physical qubits. In January 2026, QuEra 
reported running a complete algorithm on 96 logical qubits built from 448 physical qubits, also published 
in Nature.

• No dominant design. IBM, Google, Microsoft, IonQ, Quantinuum and others are pursuing several 
diff erent underlying technologies. None dominates the way a single chip design dominates conventional 
computing, which refl ects real uncertainty about the best path forward.

• Access runs through the cloud. Organizations do not buy a quantum computer. They rent time on one 
through IBM, Microsoft Azure or Amazon Braket, which keeps the cost of experimentation low.

What has not happened yet
No machine can yet outperform conventional computers 

on a genuinely useful commercial problem, and none 
can break real-world encryption. Vendor timelines run 
optimistic and have a long history of slipping, so they 
deserve a skeptical read. The progress is real and fast, 

but the destination is still some years off .
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Area What is being tried Maturity in 2026

Simulation of molecules 
and materials

Modeling chemistry for drug discovery and for 
new materials such as batteries; for example, 

pharmaceutical fi rms exploring molecular 
simulation to shorten early research.

Early pilots; promising but 
not yet in production

Optimization

Finding the best option among vast numbers 
of possibilities, such as delivery routing, sched-

uling and supply-chain planning.
Pilots; often matched by 
conventional methods

Finance modeling

Speeding up risk calculations, pricing and 
portfolio choices; for example, banks testing 

quantum approaches to Monte Carlo risk 
simulations.

Pilots and controlled tests

Security preparation

Not a quantum-computer use case, but the fl ip 
side of one: migrating systems to encryption a 

future quantum computer cannot break.
Active and urgent (see 

Section 5)

3. What it is used for right now.

Today’s real-world work sits almost entirely in pilots and proofs of concept rather than production. 
Most of it takes a hybrid approach, where a conventional computer does the bulk of the work and hands 
off  only the narrow piece a quantum machine might do better. Some organizations also use “quantum-
inspired” methods, conventional software that borrows ideas from quantum computing and runs on 
ordinary hardware today.

The most active areas fall into a few categories:

Outside of security preparation, the value today is mostly in learning and positioning: building internal skills 
and identifying which problems might benefi t later, rather than in measurable production returns.

What is being tried Maturity in 2026
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Today’s real-world work sits almost entirely in pilots and proofs of concept rather than production. 
Most of it takes a hybrid approach, where a conventional computer does the bulk of the work and hands 
off  only the narrow piece a quantum machine might do better. Some organizations also use “quantum-
inspired” methods, conventional software that borrows ideas from quantum computing and runs on 

The most active areas fall into a few categories:

Outside of security preparation, the value today is mostly in learning and positioning: building internal skills 
and identifying which problems might benefi t later, rather than in measurable production returns.
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4. What it will aff ect as it matures.

If and when reliable, large-scale machines arrive, the impact will concentrate in fi elds defi ned by enormous 
numbers of combinations, where conventional computers struggle. The areas most often cited:

• Medicine and chemistry. Simulating how molecules actually behave could shorten drug discovery and 
the design of new chemicals, potentially cutting years and signifi cant cost from research pipelines.

• Materials and energy. Designing better batteries, more effi  cient solar materials and stronger or lighter 
industrial materials from fi rst principles.

• Finance and logistics. Sharper risk modeling and pricing, and large-scale optimization of supply chains, 
routing and scheduling.

• Artifi cial intelligence. Possible speedups for certain machine-learning calculations, though this claim 
is among the more speculative and remains debated.

• Cryptography. A suffi  ciently powerful quantum computer could break the public-key encryption 
that protects nearly all internet traffi  c, fi nancial transactions and stored sensitive data. This is not 
a productivity gain but a systemic risk, and it is why quantum computing already belongs on the 
board and regulatory agenda.

The distinction worth holding onto is that every benefi t above is probabilistic and years away, which argues 
for watching the fi eld, building skills and running selective pilots rather than committing large near-term 
budgets. The cryptographic risk is diff erent in kind. It is broad, it reaches data that already exists and it now 
carries fi rm government deadlines.

5. The risks it brings and what must change.

The core risk: today’s encryption has an expiration date

Most confi dentiality on the internet rests on “public-key” encryption, best known through RSA and elliptic-
curve cryptography. Its security depends on math problems that are eff ectively impossible for conventional 
computers to solve. A large, reliable quantum computer running a known method, Shor’s algorithm, could 
solve them, breaking the secure “handshake” that sets up protected connections and the digital signatures 
that prove identity and authenticity.

The bulk encryption that actually scrambles data, symmetric algorithms such as AES-256, is not broken in 
the same way. It is weakened but stays usable at strong key lengths. The exposure sits in the key exchange 
and the digital signatures, which is exactly the part that unlocks everything else.

Harvest now, decrypt later: why waiting is not an option

Because the vulnerable step is the key exchange, an adversary can copy encrypted data in transit or at rest 
today, store it cheaply and decrypt it years from now once the capability exists. This is the “harvest now, 
decrypt later” problem. The collection is passive and eff ectively undetectable, so any data that must stay 
confi dential for a long time, such as health records, fi nancial records, intellectual property and government 
or legal fi les, is already exposed the moment it crosses the wire under today’s encryption.

4. What it will aff ect as it matures.

If and when reliable, large-scale machines arrive, the impact will concentrate in fi elds defi ned by enormous 
numbers of combinations, where conventional computers struggle. The areas most often cited:

Simulating how molecules actually behave could shorten drug discovery and 
the design of new chemicals, potentially cutting years and signifi cant cost from research pipelines.

 Designing better batteries, more effi  cient solar materials and stronger or lighter 

Sharper risk modeling and pricing, and large-scale optimization of supply chains, 

 Possible speedups for certain machine-learning calculations, though this claim 
is among the more speculative and remains debated.

 A suffi  ciently powerful quantum computer could break the public-key encryption 
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The bulk encryption that actually scrambles data, symmetric algorithms such as AES-256, is not broken in 
the same way. It is weakened but stays usable at strong key lengths. The exposure sits in the key exchange 
and the digital signatures, which is exactly the part that unlocks everything else.

Harvest now, decrypt later: why waiting is not an option

Because the vulnerable step is the key exchange, an adversary can copy encrypted data in transit or at rest 
today, store it cheaply and decrypt it years from now once the capability exists. This is the “harvest now, 

 The collection is passive and eff ectively undetectable, so any data that must stay 
confi dential for a long time, such as health records, fi nancial records, intellectual property and government 
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Standard Plain-English purpose Replaces

FIPS 203 (ML-KEM)
Quantum-resistant way to exchange keys and 

establish a secure connection
RSA and elliptic-curve key 

exchange

FIPS 204 (ML-DSA)
Quantum-resistant digital signatures for iden-

tity and integrity
RSA and ECDSA signatures

FIPS 205 (SLH-DSA)
A more conservative backup signature method 

with diff erent underlying math
An alternative signature 

option

A useful test, known as Mosca’s inequality, asks one question: does the length of time your data must stay 
secret, plus the time it will take you to migrate, exceed the time until a capable quantum computer arrives? 
If it does, you are already exposed. Since migrating a complex environment can itself take many years, the 
math favors starting now even though the arrival date is unknown.

Estimates for that arrival, sometimes called “Q-Day,” vary and are contested. Expert surveys commonly 
place it in the 2030 to 2040 window, with a meaningful chance within about fi fteen years, and some 
observers expect it sooner. The sound posture is to treat the exact date as unknowable and manage to the 
deadlines instead.

What must change: the migration to quantum-resistant cryptography

The remedy already exists. In August 2024, the U.S. National Institute of Standards and Technology (NIST) 
fi nalized the fi rst standards for post-quantum cryptography, designed to resist both conventional and 
quantum attacks. 

The three initial standards:

Standards are not the same as protection. The work that takes years is organizational, and it looks familiar to 
anyone who has run a large security program:

• Build a cryptographic inventory. You cannot migrate what you cannot see. Map where and how 
cryptography is used across applications, devices, vendors and data fl ows, including the places 
no one has documented.

• Prioritize by risk, not by convenience. Start with the systems protecting the longest-lived 
confi dential data and the connections most exposed to interception. This is a straightforward 
risk exercise: the shelf-life of the data weighed against the cost and eff ort of migration, measured 
against the organization’s risk tolerance.

• Adopt crypto-agility. Build systems so the encryption method can be replaced later without re-
engineering the whole system. This is the most durable investment, because both the standards 
and the threats will keep changing.

Plain-English purpose Replaces

Quantum-resistant way to exchange keys and 
establish a secure connection

RSA and elliptic-curve key 
exchange

Quantum-resistant digital signatures for iden-
tity and integrity

RSA and ECDSA signatures

A more conservative backup signature method 
with diff erent underlying math

An alternative signature 
option

A useful test, known as Mosca’s inequality, asks one question: does the length of time your data must stay 
secret, plus the time it will take you to migrate, exceed the time until a capable quantum computer arrives? 
If it does, you are already exposed. Since migrating a complex environment can itself take many years, the 
math favors starting now even though the arrival date is unknown.

Estimates for that arrival, sometimes called “Q-Day,” vary and are contested. Expert surveys commonly 
place it in the 2030 to 2040 window, with a meaningful chance within about fi fteen years, and some 
observers expect it sooner. The sound posture is to treat the exact date as unknowable and manage to the 

What must change: the migration to quantum-resistant cryptography

The remedy already exists. In August 2024, the U.S. National Institute of Standards and Technology (NIST) 
fi nalized the fi rst standards for post-quantum cryptography, designed to resist both conventional and 

Standards are not the same as protection. The work that takes years is organizational, and it looks familiar to 

 You cannot migrate what you cannot see. Map where and how 
cryptography is used across applications, devices, vendors and data fl ows, including the places 

 Start with the systems protecting the longest-lived 
confi dential data and the connections most exposed to interception. This is a straightforward 
risk exercise: the shelf-life of the data weighed against the cost and eff ort of migration, measured 
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• Push the requirement to vendors and third parties. Most organizations rely on suppliers for the 
software and hardware that implement encryption, so quantum readiness is becoming a procurement 
and contract question, not just an internal one.

• Plan for a long, phased migration. Legacy and operational systems, and anything with 
a 10-to-50-year service life, cannot be swapped overnight, so the migration has to be staged 
and budgeted across several years.

The deadlines are now fi rm

What was advisory is becoming mandatory, at least across government and the organizations that serve it:

• U.S. federal government. Executive Order 14412, signed June 22, 2026, directs federal agencies to 
move their most sensitive systems to post-quantum key establishment by December 31, 2030 and to 
post-quantum digital signatures by December 31, 2031, and extends compliance expectations to federal 
contractors. It aligns with the National Security Agency’s CNSA 2.0 timeline. A separate 2035 goal, set by 
National Security Memorandum 10, targets broader federal migration.

• Defense and its supply chain. The Department of War’s post-quantum strategy states that nearly 
every deployed military asset will be aff ected, which pushes the requirement deep into the defense 
industrial base.

• Other governments. The United Kingdom has set a 2035 migration target, and the European Union is 
pursuing coordinated quantum-safe communication initiatives.

• Regulated industries. Sectors with long data-retention obligations, including fi nance, healthcare and 
insurance, face the same underlying exposure and should expect oversight to follow the federal lead, 
even where no rule yet names a date for them.

Bottom line
My recommendation is to treat post-quantum migration as 
a multi-year program that begins with discovery and crypto-

agility, scoped and funded against data sensitivity and shelf-life 
rather than against a predicted Q-Day. The benefi ts of quantum 

computing can be watched from a distance and pursued 
opportunistically. The cryptographic risk cannot. It is a measurable 
business risk with a known remedy and known deadlines, and the 
organizations that start the inventory now are the ones that will 

meet those deadlines without a scramble later.
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6. What credit union leaders should do next.
Everything above applies to any organization, but credit unions carry a sharper version of the exposure. 
You hold member data with a long confi dential life, including mortgage and loan fi les, member PII and 
records kept for years under NCUA retention rules, which is exactly what a harvest-now, decrypt-later 
adversary wants. You also depend heavily on third parties, so most of the encryption that protects that data 
is implemented by your core, digital banking, card and managed-service providers rather than inside your 
own systems. The NCUA has already named quantum computing among the risks to the credit union system 
in its 2024 resilience report, its supervisory work continues to fold in the federal post-quantum executive 
orders, and examiners are placing growing weight on board-level cybersecurity oversight. None of that calls 
for panic. It calls for a right-sized, risk-based program, and the practical fi rst moves are straightforward.

• Put it on the board and risk-committee agenda now. Add quantum-readiness to the enterprise risk 
register and brief the board in plain business terms. This also serves the growing examination emphasis 
on directors who can show real understanding of cyber risk rather than passive awareness.

• Start the cryptographic inventory with your vendors, not your servers. In most credit unions the 
encryption that matters lives in vendor systems, so the inventory begins with the vendor list and the 
member data each provider handles.

• Make quantum-readiness a due-diligence and contract question. Add it to third-party risk reviews and 
renewals for your core, digital banking, payments and MSP or CUSO relationships, and ask each provider 
for a post-quantum roadmap aligned to the 2030 and 2031 federal dates. This fi ts naturally within your 
existing Part 748 third-party oversight.

• Prioritize by the shelf-life of member data against your risk tolerance. Loan and mortgage fi les, 
member PII and records held under NCUA’s Part 749 preservation requirements are the clearest 
long-term exposure, so rank remediation there fi rst.
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• Right-size the program to your asset size and risk profi le. A $40 million credit union and a $3 billion 
credit union do not need the same eff ort. Scope it to the risk your board is prepared to carry.

• Assign an owner and a phased, funded plan. Name accountability to your information security offi  cer 
or virtual CISO, build a multi-year roadmap tied to the NIST standards (FIPS 203, 204, and 205) and the 
CISA, NSA and NIST quantum-readiness roadmap, and document it so the work is exam-ready.

My advice is to treat this as a measurable business decision rather than a technology 
project. The cost of starting now is a few agenda items, some vendor questions and 
an inventory. The cost of waiting is a compressed, expensive migration under exam-
iner and member pressure once the deadlines and the threat arrive together. Start-

ing early is the cheaper and steadier path, and it protects the one thing a credit union 
cannot outsource: member trust.
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Sources.

This briefing draws on primary and industry sources published or current as of July 2026. Key references:

	� NIST, “NIST Releases First 3 Finalized Post-Quantum Encryption Standards”  
(FIPS 203, 204, 205), August 13, 2024; nist.gov and csrc.nist.gov.

	� The White House, Executive Order 14412, “Securing the Nation Against Advanced Cryptographic 
Attacks,” June 22, 2026; Federal Register Vol. 91, No. 121, June 25, 2026.

	� Skadden and Inside Privacy (Covington) legal analyses of EO 14412 and EO 14413, June 2026.

	� America’s Credit Unions, “Cybersecurity and Quantum Computers” (EO 14412 explainer), June 2026.

	� Cloudflare, “The White House’s post-quantum executive order” blog, June and July 2026.

	� Google Quantum AI “Willow” below-threshold error-correction result, Nature, December 2024.

	� QuEra Computing 96-logical-qubit demonstration, Nature, January 2026  
(via State of Quantum Computing 2026).

	� IBM Quantum roadmap (Nighthawk), ibm.com/roadmaps/quantum, 2026.

	� The Quantum Insider and Medium (Data Science Collective) on the quantum hardware landscape and 
Microsoft Majorana 2, 2026.

	� McKinsey Quantum Technology Monitor 2025 (via industry summaries).

	� Real-world application overviews: SCQuantum, Zylos Research, Campbell Watson, Forbes  
(Bernard Marr), and Analytics Insight, 2025 and 2026.

	� “Harvest now, decrypt later” threat and Mosca’s inequality: Federal Reserve working paper (2025), 
FedScoop reporting (2026), and multiple peer-reviewed and preprint analyses (arXiv), 2026.

	� NSA Commercial National Security Algorithm Suite 2.0 (CNSA 2.0) migration timelines.

	� NCUA, 2026 Supervisory Priorities (Letter to Credit Unions), January 14, 2026; ncua.gov.

	� NCUA Information Security Examination (ISE) Program (SCUEP for credit unions under $50M  
in assets; ISE Core above), referencing NCUA Rules Parts 748 and 749 and the FFIEC  
IT Examination Handbook; ncua.gov.

	� NCUA, 2024 Cybersecurity and Credit Union System Resilience Report, June 25, 2024,  
which identifies quantum computing among risks to the credit union system.

	� CISA, NSA, and NIST, “Quantum-Readiness: Migration to Post-Quantum Cryptography” 
 joint fact sheet, 2023.

Note on timelines: Projected dates for a cryptographically capable quantum computer (“Q-Day”) are genuine estimates and are 
contested among credible experts. Migration deadlines, by contrast, are set by policy and are firm. Plans should align to deadlines 
rather than to any predicted arrival date.
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